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Lock Down 
the Test 
Environment


YuJa 03

YuJa Verity’s Lockdown Module creates a secure 

testing environment for proctored assessments, 

ensuring that every exam is conducted with 

integrity. By restricting navigation, disabling 

keyboard shortcuts, and blocking unauthorized 

applications, the module prevents students from 

accessing external resources or sharing answers, 

providing instructors with confidence in the 

validity of their assessments.



Designed to integrate seamlessly with your 

Learning Management System (LMS), the 

Lockdown Module supports multiple proctoring 

workflows, including automated proctoring, live 

proctoring, and Live Check-In. This flexibility 

allows institutions to scale monitoring efforts 

efficiently while accommodating different exam 

formats and security requirements.



The module is fully compatible with a wide range 

of devices, including Windows, Mac, iOS, Android, 

and Chrome OS, making it accessible for students 

on nearly any platform. This broad compatibility 

ensures a consistent, reliable, and secure testing 

experience for every learner, regardless of device.




See Exactly What’s Running 
With Flexible App Control

Flexible Control Options

Instructors can block all apps, allow only 

approved apps, or block specific apps.

Detailed Activity Logs

View detailed logs of apps opened, 

closed, or running during sessions. 

Enhanced Clarity

See which apps are blocked for clarity 

about integrity issues versus mistakes.

Monitoring Modes

Choose comprehensive blocking, 

selective allowlists, or monitoring only.
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SmartAnswer AI


QuickChat Desktop
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Keep Test-
Takers Focused 
on Their Exam


The YuJa Verity Lockdown Module creates a 

secure testing environment that prevents test-

takers from accessing unauthorized resources or 

opening additional windows during assessments, 

helping them stay focused on the exam content.



At the start of an exam, the lockdown browser can 

disable new tabs and close any previously open 

tabs to block access to external websites. It also 

restricts copy and paste through clipboard 

controls, reducing the risk of sharing or importing 

unauthorized information.



To further protect exam integrity, the module can 

enforce single-screen use to prevent multi-

monitor cheating and block keyboard shortcuts 

and system commands that could be used to 

bypass the secure testing environment.
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Capture the Complete 
Picture
Ensure exam integrity with the YuJa Verity Lockdown Module, giving instructors a complete 

view of every test session. By recording video, audio, and screen activity in real time, 

instructors have detailed documentation they can review anytime.



Webcam and screen recordings capture the full testing environment, while intelligent audio 

detection flags spoken keywords like "Hey Siri" or "What's the answer?" to highlight 

potential concerns.



During playback, visual overlays highlight faces and objects, making it faster and easier to 

focus on critical moments. With YuJa Verity, instructors gain a reliable, efficient solution for 

monitoring exams and maintaining academic integrity.
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Verify Test-Taker's Identity 
and Environment
Confirm test-takers are who they say they are and that test environments are free from 

unauthorized materials before assessments begin. Require an optional room scan using a 

webcam and verify ID with optional AI-enhanced facial recognition.  

At the same time, support all learners by providing flexibility for those who need 

accommodations, creating individual exemptions with detailed notes and setting up 

institution-wide accommodation lists that apply automatically to all assessments.



Catch Issues Before They 
Become Problems
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0:01:58
Major The proctoring session ended before the student

could submit their assessment.

Browser Closure Detection

Automatic detection when test-takers close 

their browser before videos finish uploading.

Head Gesture Detection

Enhanced head gesture detection tracks 

head movement to monitor test-taker focus.

Submission Tracking

Flag assessments that were closed 

without submission.

Audio Transcription

Audio transcription creates downloadable 

transcripts of recorded sessions.



Those taking computer-based tests can be required to lock down their cellphones, 

preventing texting, searching, or other unauthorized access during exams. Test-takers 

scan a QR code during setup to launch the Verity Mobile app, which guides them through 

the lockdown process on both iOS and Android devices.

Lock Down Phones During 
Exams
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Manage Proctoring from 
Your LMS
The YuJa Verity Lockdown Module integrates directly with Canvas, D2L Brightspace, 

Moodle, and Blackboard. Instructors configure all lockdown settings, review proctoring 

results, and manage assessments from the LMS.

Direct Setup

Set up proctored 

assessments directly 

within your LMS.

Seamless Review

Review results and 

flagged events without 

leaving your LMS.

Unified Configuration

Configure lockdown 

restrictions and proctoring 

settings in one place.
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California Office

YuJa Inc. 
84 W. Santa Clara St. 
Fourth Floor 
San Jose, CA 95113

Toronto Office

YuJa Canada, Inc. 
235 Yorkland Blvd 
Suite 800 
Toronto, ON
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Get in Touch with Us.

YuJa offers a broad portfolio of cloud platforms 

and applications. We encourage you to reach out 

to a Solutions Expert who can advise on a solution 

that meets your organization’s needs.

Request a Demo

https://www.yuja.com/contact-us/
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